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Introduction
Through 2022, at least 95% of cloud
security failures will be the customer’s fault
- Gartner

Security is a shared responsibility
between user and cloud provider.
Both parties need to put efforts to
prevent threats for even if a single
resource's security gets
compromised, then the entire cloud
infrastructure becomes penetrable.

Cloud security is a critical aspect which keeps raising concerns
over adoption of cloud technology. Securing cloud can only be
accomplished with end-to-end monitoring and taking proactive
steps against any identified loopholes.

This eBook gives you over 100 security best practices and selfhealing checks to secure your AWS infrastructure.

But before we start with the remediation, let's take a look at the
enlisted potential challenges that can pose risk to your cloud
security:

1. Data Breaches: To cut down the cost of IT infrastructure
organizations migrate to the cloud, often without any technical
support which cause vulnerable API and misconfigured databases in
their environment that can create a win-win situation for the
attackers.

2. Security Mis-configuration: By default, Cloud comes with a
basic level of security configuration and absence of knowledge
regarding cloud security settings and policies causes misconfiguration.

3. Implementing security policies of IT infrastructure: It is
observed in the organization that traditional and off-premise
architecture security measures are the same. Such kind of users’
needs to understand, that same security policy and measures are of
no use in online network security.

4. Data security on the public cloud platform: This is one of the
most common reasons behind the biggest data security breaches,
keeping data open on the public cloud servers.

Identity and Access Management
(IAM)
Security Check: MFA Status for IAM
Recommended by: Trusted Advisor; NIST 800-53: IA-2, IA-3, IA-4,
IA-5, IA-7, SC-12; PCI: 8.1.2, 8.1.3, 8.1.4, 8.3.1, 8.3.2, 10.2.2; ISO
27001: A.6.2.2, A.9.1.2, A.9.2.3, A.9.3.1, A.9.4.2; HIPAA: 164.312(e)(i);
CIS; GDPR: Article 25.

Description: Enabling MFA for Identity and Access Management is
one of the best ways to protect your AWS resources and services
against attackers. It generates an additional passcode after
entering username and password. It creates an extra layer of
security to authenticate the user with a unique passcode. The user
needs to take care of MFA devices because MFA devices can go out
of sync if a user tries several times to sign in to the AWS
Management Console.

Security Check: Password Policy Status
Recommended by: Trusted Advisor; NIST 800-53: IA-5, IA-2; PCI:
8.2, 8.2.1, 8.2.5; ISO 27001: A.9.4.3, A.9.2.4, A.9.4.2; HIPAA:
164.312(d); CIS; GDPR: Article 25.

Description: You need to ensure that the IAM users of your AWS
account using a strong password policy to set their password. Since
a password is the primary level of security of your account. You
need to take care of it by defining strong password policies such as
password length, enabling password expiration, allow users to
change their own password, prevent password reuse.

Security Check: Full Admin Privilege
Recommended by: NIST 800-53: AC-5, AC-6, CM-7; PCI: 7.1, 7.1.1,
7.1.2, 7.1.3, 7.1.4, 7.2; ISO 27001: A.9.2.3, A.9.1.2; HIPAA: 164.308(a)
(4)(i); CIS; GDPR: Article 25.

Description: You need to ensure that none of your IAM users has
administrative privileges in their account. This is a strongly
recommended advice that you should follow the standard policy of
least privilege or grant only the permissions that are required to
perform their tasks. Start with a basic level of permissions and grant
additional permissions as per requirement.

Security Check: Access Key Rotation
Recommended by: Trusted Advisor, PCI, ISO 27001, HIPAA, CIS,
GDPR

Description: Check your IAM access keys whether rotated or not.
The access key not rotated for last 90 days have more chances of
being compromised.

Keep rotating your access keys if
you are not willing to compromise
your cloud security

Security Check: User Status
Recommended by: Trusted Advisor
Description: Check the accounts with IAM users. It is easy to
manage more secure access permissions to accounts created with
IAM users.

Security Check: User Credentials Last Used
Recommended by: NIST 800-53, PCI, ISO 27001, HIPAA, CIS, GDPR
Description: Check the last used status of credentials. Ensure that
you set your password policy with the expiration of passwords within
90 days or less.

Security Check: Root Account Access Key
Recommended by: NIST 800-53, PCI, ISO 27001, HIPAA, CIS, GDPR
Description: Insight to check the use of credentials associated with
root account. The root account credentials can serve access to
entire AWS resources, so ensure these are inactive.

Security Check: Root Account Programmatic Access Usage
Recommended by: NIST 800-53, PCI, ISO 27001, HIPAA, GDPR
Description: Check whether the root account credentials are used
within a span of 90 days. This will ensure the restricted access to all
your AWS resources in cloud.

Security Check: Support Role Attachment.
Recommended by: CIS
Description: Check and ensure that ‘AWS Support Access’ policy is
attached to IAM user, group or role. Leverage the AWS technical
support and customer service with even notifications.

Security Check: Initial User Setup Credential Status
Recommended by: CIS
Description: Check whether the access keys for IAM users were
created during setup or not. These are unnecessarily generated
access keys so save your efforts in rotating and auditing these keys.

Security Check: User Policy Association
Recommended by: CIS
Description: Check if the IAM policy is attached to user or not. IAM
policies are used to set privilege for user, groups, or roles. But for
user, IAM policy is not recommended to be attached.

Security Check: Inline Policies
Recommended by: ISO 27001, HIPAA
Description: The recommended approach is to use managed
policies rather than inline policies. Check whether managed
policies are in use or not.

Security Check: Initial User Setup Credential Status
Recommended by: CIS
Description: Check whether the access keys for IAM users were
created during setup or not. These are unnecessarily generated
access keys so save your efforts in rotating and auditing these keys.

Security Check: User Policy Association
Recommended by: CIS
Description: Check if the IAM policy is attached to user or not. IAM
policies are used to set privilege for user, groups, or roles. But for
user, IAM policy is not recommended to be attached.

Security Check: Inline Policies
Recommended by: ISO 27001, HIPAA
Description: The recommended approach
is to use managed policies rather than
inline policies. Check whether managed
policies are in use or not.

Simple Storage Service
(S3)
Security Check: Publicly Accessible Buckets
Recommended by: NIST 800-53: SC-7, SI-4, CM-2, CM-6; PCI:
1.2.1, 1.3, 1.3.1, 1.3.2; ISO 27001: 9.1.2, 13.1.3, 13.2.1, 14.1.2; HIPAA:
164.312(a)(1).

Description: You need to ensure that your buckets are not publicly
accessible in order your account from any data loss or unauthorized
access. If your bucket is publicly accessible, then it will provide
complete access to everyone to read, upload, delete, view object
permission and even allow to edit these permissions.

Security Check: Readable Permission
Recommended by: ISO 27001: A.18.1.3, A.14.1.3, A.18.1.4, A.14.3.1;
HIPAA: 164.308(a)(4)(i)

Description: Granting Readable permission to your S3 buckets
allows anonymous users to list the objects within the bucket.
Malignant users can abuse the data obtained through the listing
process to discover objects with misconfigured ACL permissions and
access these compromised items.

Security Check: All Actions Allowed
Recommended by:

ISO 27001: A.18.1.3, A.14.1.3, A.18.1.4, A.14.3.1;

HIPAA: 164.308(a)(4)(i).

Description: Ensure that the attached S3 bucket policies are able
to specify what actions are allowed or denied for every principal on
the bucket. However, allowing all the actions from all the principals
of your S3 bucket can be troublesome.

Security Check: Buckets MFA Delete Protection
Recommended by: ISO 27001: A.14.1.3, A.14.3.1, A.18.1.3, A.18.1.4
Description: Enabling MFA delete adds extra protection to sensitive
files stored in S3 buckets. This feature prevents the deletion of any
versioned S3 objects and ensures that the S3 objects (files) cannot
be accidentally or intentionally deleted by the AWS users that have
access to the buckets.

Security Check: ACL External Privilege
Recommended by: ISO 27001: A.18.1.3, A.18.1.4, A.14.1.3, A.14.3.1.
Description: Access Control List enables you to manage access to
S3 buckets and objects. When a request is received against a
resource, Amazon S3 checks the corresponding ACL to verify that

whether the requester has the necessary access permissions or not.
It is recommended to ensure that your S3 buckets should not grant
external privileges via ACL.

Security Check: Server-side Encryption
Recommended by: NIST 800-53, PCI, ISO 27001, HIPAA, GDPR
Description: Check whether you have enabled server-side
encryption (SSE) for S3 buckets or not, to ensure protection of
sensitive data.

Security Check: Encryption using SSL
Recommended by: NIST 800-53, PCI, ISO 27001, HIPAA, GDPR
Description: Ensure that your S3 buckets are encrypted with Secure
Socket Layers (SSL). It will extra layer of security to prevent
unauthorized access.

Security Check: Write Encryption
Recommended by: NIST 800-53, PCI, ISO 27001, HIPAA, GDPR
Description: You can enable server-side encryption for S3 buckets
and can check with this insight. Server-side encryption prevents
unauthorized access to S3 buckets.

Security Check: World Listable Buckets
Recommended by: ISO 27001, HIPAA
Description: Check and ensure whether your S3 buckets are worldlistable or not. It is recommended that you should regularly check
security regulations of S3 otherwise sensitive data can leak.

Security Check: World Writable Buckets
Recommended by: ISO 27001, HIPAA
Description: Ensure that your S3 buckets are not world-writable to
prevent unauthorized tempering and deletion of sensitive data.

Security Check: Delete Actions Allowed
Recommended by: ISO 27001, HIPAA
Description: It is recommended that your S3 buckets should not
have permissions to delete actions from all principles. Ensure about
such permissions with this insight.

Security Check: Get Actions Allowed
Recommended by: ISO 27001, HIPAA
Description: Ensure that your S3 buckets do not have permissions
to get actions from all principles to prevent unauthorized access to
data.

Security Check: List Actions Allowed
Recommended by: ISO 27001, HIPAA
Description: Check whether your S3 buckets have permissions to
list actions from all principles or not. Ensuring this will let you
prevent compromise of sensitive data.

Security Check: Put Actions Allowed
Recommended by: ISO 27001, HIPAA

Description: Check whether your S3 buckets have permissions to
put actions from all principles or not. So, secure your confidential
data by giving permissions to not put actions from all principles.

Security Check: Restore or Put Actions Allowed
Recommended by: ISO 27001, HIPAA
Description: This insight let you check that S3 buckets do not have
restore or put actions permissions from all principles, which is one of
the recommendations also.

Security Check: Buckets should not host static website
Recommended by: ISO 27001
Description: Insight to ensure that your S3 buckets should not host
static website.

Security Check: Bucket Outside Europe
Recommended by: GDPR: Article-25
Description: This check, list down all the S3 buckets that are
running outside the following European regions-London, Paris,
Frankfurt and Ireland.

Elastic Cloud Computing
(EC2)
Security Check: Security Group Port
Recommended by: Trusted Advisor; NIST 800-53: SC-2, SC-7, AC4, AC-17; PCI: 1.1.6, 1.2.1, 1.3.4, 1.3.5; ISO 27001: A.9.1.2, A.13.1.1,
A.13.1.3, A.13.2.1, A.13.2.3; CIS.

Description: To protect your EC2 instances from denial of service
attack or brute force attacks, you need to ensure that in your
security groups there is no specific range of ports are remained
open for unrestricted ingress traffic.

Security Check: Public AMI
Recommended by: PCI: 2.2.4; ISO 27001: A.9.1.2, A.13.1.3, A.13.2.1,
A.13.2.3, A.14.1.2.

Description: If your EC2 AMI's are publicly shared, then any AWS
account holder can use your AMI to launch their EC2 instances.
Most of the time AMIs store the snapshots of your applications and
their data, hence it is very important to keep tabs on your EC2 AMI.

Security Check: Security Group Access
Recommended by: Trusted Advisor
Description: While creating security group rules you should use
custom ports like 80, 25 or 443 for unrestricted public IPs because
default ports like 2222 or 5432 are always vulnerable to brute force
attack, so avoiding them is a good practice.

Security Check: Exposed ports of EC2
Recommended by: NIST 800-53: SC-7; PCI: 1.3.1, 1.3.2; ISO 27001:
A.13.1.3, A.3.2.1, A.13.2.3; GDPR: Article-30, Article-25

Description: Check your EC2 security group rules for ingress traffic
that allow unrestricted access to your default ports because publicly
exposed default ports are highly vulnerable to security breaches or
Denial of Service attacks. Instead, you can use an intermediate
network to control inbound traffic and allow access to authorized
systems only.

Security Check: Termination Protection
Recommended by: Centilytics
Description: Ensure that the EC2 instances present outside of the
AWS Auto Scaling Groups has Termination Protection safety feature
enabled in order to protect your instances from being accidentally
terminated.

Security Check: Inspector Finding Status, Inspector last Run
Timestamp

Recommended by: PCI: 6.1, 6.2; ISO 27001: A.12.6.1; GDPR: Art. 32
Description: EC2 Instances generally have a high vulnerability to
security threats. Ensure that all system components and software
are protected from known vulnerabilities by installing applicable
vendor-supplied security patches. It makes sure that such critical
security patches are installed within one month of release

Security Check: Instance Outside Europe
Recommended by: GDPR: Article-25
Description: This check, list down all instances that are running
outside the European regions.

Security Check: Instances must be configured in VPC
Recommended by: PCI: 1.1.4; ISO 27001: A.9.1.2, A.13.1.1, A.13.1.3,
A.13.2.3, A.14.1.2

Description: Ensure that the EC2 instances are configured in VPC
within a virtual network that you defined in order to secure your
instances from denial of service attack.

Relational Database Service
(RDS)
Security Check: Default DB Port
Recommended by: Centilytics
Description:

Centilytics recommends that you should change the

defaults ports of your AWS RDS databases instances in order to
promote port obfuscation as an additional layer of defense against
non-targeted attacks.

Security Check: Security Group Permission
Recommended by: Trusted Advisor
Description: AWS strongly advise that you should not grant overly
permissive permissions to your database through a security group.
Instead, you can grant permission to specific EC2 security groups or
specific IP addresses.

Security Check: Unrestricted Database Security Group
Recommended by: Centilytics
Description: Centilytics strongly recommends that you need to

ensure that the security groups of your AWS DB RDS do not allow
access to every machine i.e. connected to the internet. This type of
connection can increase the risk of unauthorized access or other
malicious activity.

Security Name: Publicly Accessible Database
Recommended by: PCI: 1.3.4, 1.3.5, 1.3.7; ISO 27001: A.14.1.2,
A.9.1.2, A.13.1.3, A.13.2.1; HIPAA: 164.312(e)(1), 164.312(c)(1)

Description: Ensure that your AWS RDS is not publicly accessible,
which means that anybody on the internet can connect to your
database and this can increase the opportunity for malicious
activities such as brute force attacks, SQL injections or DoS/DDoS
attacks.

Security Check: Auto Minor Version Upgrade
Recommended by: Centilytics
Description: Make sure that your RDS database instances should
have the Auto Minor Version Upgrade flag enabled in order to
receive minor engine upgrades during the specified maintenance
window automatically.

Security Check: Master Keys for Clusters Encryption
Recommended by: Centilytics
Description: Make sure that your RDS database instances are
using KMS Customer Master Key in place of AWS Managed Keys.
This practice allows you to control your rest data encryption and
decryption.

Security Check: Free storage space
Recommended by: Centilytics
Description: Monitor the AWS RDS instances that are running low
on disk space in order to alleviate any problems triggered by
insufficient disk space and improve their I/O performance. The
default threshold value set for the free storage space is 10%.

Security Check: Aurora Database Instance Accessibility
Recommended by: Centilytics
Description: Ensure that all the database instances within your
Amazon Aurora clusters have public or private accessibility in order
to follow AWS best practices.

Security Check: Cluster Public Snapshots, public snapshots
Recommended by: Trusted Advisor
Description: Check the permission settings of your
Amazon RDS DB snapshots. If any snapshot is marked
as public then change it to private to protect it from unauthorised
access and data breaches.

Security Check: Master Username
Recommended by: Centilytics
Description: Make sure that your Amazon
RDS production databases are not using
'AWS user' as a master username in order
to protect it from any denial of service
attack.

Security Check: Direct Connect Public Interface
Recommended by: ISO 27001: A.14.1.2, A.9.1.2, A.13.1.3, A.13.2.1,
A.13.2.3.

Description: Ensure that RDS databases with direct connect virtual
interface should not have a Public Interface.

Security Check: Large Scope Access, Open Public Scope
Recommended by:

PCI: 1.3.4, 1.3.5, 1.3.7; ISO 27001: A.14.1.2, A.9.1.2,

A.13.1.3, A.13.2.1; HIPAA: 164.312(e)(1), 164.312(c)(1).

Description: It is highly recommended that your RDS instance should
not present in the public user interface and for the protection of the
instances Firewall and router configuration should be in place in
order to protect it from untrusted networks.

Redshift

Security Check: Cluster Publicly Accessible
Recommended by: Centilytics
Description: Ensure that your AWS Redshift clusters are not publicly
accessible, which means that anybody on the internet can connect
to it and this can increase the opportunity for malicious activities
such as Denial of Service attacks or SQL injections.

Security Check: Automated Snapshot retention period
Recommended by: Centilytics
Description: Make sure that the automated snapshot retention
period set for your Redshift clusters is a positive number. Since the
retention period represents the number of days to retain the
automated snapshots of clusters. If the retention period is set to
zero, then automated snapshots are disabled for your Redshift
clusters.

Security Check: Cluster allow version upgrade
Recommended by: Centilytics

Description: Ensure that the version upgrade is enabled for your
Redshift clusters so that it will receive a version upgrade for your
Redshift cluster during the maintenance window automatically.

Security Check: Cluster audit logging enabled
Recommended by: Centilytics
Description: Ensure that the audit logging enabled for your redshift
clusters for security and troubleshooting purposes. Once this feature
is enabled it will record the information regarding database usage
such as what queries are performed, connection attempts, logging
data that can be very useful for security and compliance audit.

Security check: Cluster Default Port
Recommended by: Centilytics
Description: It is highly recommended to change the default port of
your redshift cluster in order to protect it from brute force attack or
denial of service attack. This practice promotes port obfuscation and
provides additional defense layer.

Security Check: Cluster Encryption
Recommended by: Centilytics

Description: Ensure that the Redshift cluster encryption is enabled
in order to protect your sensitive data from any data breaches or
unauthorized access.

Security Check: Cluster in Virtual Network
Recommended by: Centilytics

Description: Ensure that your Redshift clusters are provisioned
within the AWS EC2-VPC platform instead of EC2-Classic platform
because it will provide better flexibility and control over clusters
security, traffic routing, availability and more.

Security Check: Disk Space Usage
Recommended by: Centilytics
Description: Monitor the AWS Redshift clusters disk space in order
to maintain the clusters stability and performance. The default
threshold value set for disk usage is 90%.

Security Check: Master Keys for Clusters Encryption
Recommended by: Centilytics
Description: Make sure that your Redshift clusters are using KMS
Customer Master Key in place of AWS Managed Keys. This practice
allows you to control your rest data encryption and decryption.

Security Check: Parameter Group Require SSL
Recommended by: Centilytics
Description: Check that all the parameter groups associated with
your Amazon Redshift clusters have the SSL parameter enabled in
order to keep your data secure from any unauthorized access.

Security Check: Manage CMK keys
Recommended by: ISO 27001: A.6.2.2, A.18.1.5, A.10.1.2; HIPAA:
164.312(a)(2)(iv), 164.312 (e)(1), 164.312 (e)(2)(ii).

Description: Ensure that AWS Redshift data at rest should be
encrypted. This is deployed to support the capability of storing
protected health information on a local volume. Encrypt Redshift
clusters with a Customer-managed KMS key to have granular
control over encrypting and decrypting data.

Elastic Block Store
(EBS)
Security Name: Public Snapshots
Recommended by: Trusted Advisor
Description: Ensure that your EBS snapshots are not publicly
available. If your snapshots are available, then it will allow
everybody to copy your snapshots or create volume from it. Most of
the times snapshots do contain your application data.

Security Name: Volume Encryption
Recommended by: Centilytics
Description: Centilytics recommends you to encrypt your EBS
volumes so that you can save your sensitive and critical data into it.
This encryption and decryption both handled transparently and
does not any require any extra effort from you, your server instance,
or your application.

Route 53
Security Check: Transfer Lock Features for Domain
Recommended by: Centilytics
Description: Ensure that all the route 53 registered domains are
locked. This will prevent unauthorized transfer of your data to
another domain.

Security Check: SPF DNS Records
Recommended by: Trusted Advisor
Description: Implementation of SPF (Sender Policy Framework)
records for Amazon Route 53 will help you to filter out and stop
email address spoofing in order to reduce spam emails and increase
your domains integrity.

Lambda
Security Check: Admin Role
Recommended by: Centilytics
Description: Centilytics advised you to ensure that your AWS
lambda functions do not have admin privilege in order to promote
the principle of least privilege. That means, allow access only to
those services that are required by the function.

Security Check: Functions Tracing
Recommended by: Centilytics
Description: Centilytics recommends you to trace your lambda
functions in order to gain visibility into execution and performance.
If you enable this feature, then AWS initiates the Lambda support
for AWS X-Ray, a service that collects data about the APIs calls
that your function made, that provides tools that you can use to
view, filter and gain insights of the collected data to identify issues
and opportunities for optimization.

Security Check: Unauthorized Cross-Account Access
Recommended by: Centilytics
Description: It is highly recommended that all your AWS lambda
functions are configured to allow authorized access only to trusted
accounts.

Security Check: Runtime Environment Version
Recommended by: Centilytics
Description: Make sure that you have the latest version of the
executed environment for your AWS Lambda in order to attain the
AWS best practices and receives all the latest software updates,
security patches, bug fixes and better performance

Security Check: Exposed Lambda
Recommended By: Centilytics
Description: Centilytics advised you to identify any publicly
accessible Lambda functions and update their policies so that
privacy policies can protect it against unauthorized users access
that can lead to data exposure, data loss and unexpected changes
in your billing amount.

CloudTrail
Security Check: Log to Track Sign in without MFA
Recommended by: NIST 800-53: IA-4, IA-5, IA-7, SC-12; PCI: 10.5,
8.3.2; ISO 27001: A.12.4.1, A.12.4.3; HIPAA: 164.312(d); CIS; GDPR:
Article 30, Article-25.

Description: Ensure that a log metric filter and alarm is in place so
that it can keep a track of logins without multi-factor
authentication. This practice will increase the visibility of your
account and protect it from unexpected changes

Security Check: Bucket Policy change
Recommended by: PCI: 10.5, 10.6; ISO 27001: A.12.4.1, A.12.4.3,
A.12.1.2; HIPAA: 164.312(e)(1); CIS; GDPR: Article 30.

Description: It is strongly advised that you should configure a
Cloudtrail log specifically to store the changes done in the bucket
policies and deliver these logs to CloudWatch alarm. This practice
can prevent unexpected changes done in your bucket policies or
data breaches.

Security Check: Policy Change
Recommended by: NIST 800-53: AU-9, AU-11; PCI: 10.5, 10.6; ISO
27001: A.12.4.1, A.12.4.3, A.12.1.2; HIPAA: 164.312(b), 164.312(e)(1);
CIS; GDPR: Article 30.

Description: Ensure that a CloudTrail log is created and configured
to trigger an alarm each time a change is made in the IAM policy.
This configuration helps you to maintain the necessary access
permissions for each IAM user, role and group created in your AWS
account.

Security Check: Security Group Changes
Recommended by: NIST 800-53: SI-4, AU-6; PCI: 10.5, 10.6; ISO
27001: A.12.4.1, A.12.4.3, A.12.1.2; CIS; GDPR: Article 30.

Description: Ensure that CloudTrail log and CloudWatch alarm is
present in your account to trigger an alarm when any change occurs
in the configuration of your security groups.

Security Check: CloudTrail Logs Configured in CloudWatch
Recommended by: NIST 800-53: SI-4, AU-6; PCI: 10.5, 10.6, 10.2.6;
ISO 27001: A.12.4.1, A.12.4.3; HIPAA: 164.312(b); CIS; GDPR: Article
30

Description: Ensure that your all Cloudtrail logs are configured in
Cloudwatch in order to trigger alarms and notify about changes.

Security Check: Multi-Region Logging Status
Recommended by: Trusted Advisor; CIS
Description: Multi-region logging status allows you to monitor all
the region and keep track changes in configuration in that region.

Security Check: Disabling or Scheduled Deletion of CMKs
Recommended by: NIST 800-53: SI-4, AU-6; PCI: 10.5, 10.6; ISO
27001: A.12.4.1, A.12.4.3; HIPAA: 164.312(d), 164.312(e)(1); CIS; GDPR:
Article 30

Description: Ensure a log metric filter and alarm exist for disabling
or scheduled deletion of customer-created CMKs.

Security Check: Failed Console Login Attempts, Root Login ttempts
Recommended by: IST 800-53: SI-4, AU-6; PCI: 10.5, 10.6; ISO
27001: A.12.4.1, A.12.4.3; CIS; GDPR: Article 30

Description: Ensure a log metric filter and alarm in place to monitor
the failed console login attempts in order to protect your cloud from
brute force attack or denial of service attack.

Security Check: Integration Status
Recommended by: NIST 800-53: AU-6, SI-4; PCI: 10.6; ISO 27001:
A.12.4.1, A.12.4.3; HIPAA: 164.312(e)(1); CIS; GDPR: Article 30

Description: Ensure CloudTrail trails are integrated with
CloudWatch Logs to deliver alarms in no time and notify you.

Security Check: Log Encryption
Recommended by: CIS
Description: Ensure that the Cloudtrail logs that you store in your S3
bucket are encrypted with your KMS CMKs to protect it from data
breaches.

Security Check: Config Configuration Change, NACL changes,
Unauthorized API calls, Virtual Network Change, Network Gateway
changes, Route table changes, Bucket policy status

Recommended by: NIST 800-53: SI-4, AU-6; PCI: 10.5, 10.6; ISO
27001: A.12.4.1, A.12.4.3, A.12.1.2; HIPAA: 164.312(b); CIS; GDPR:
Article 30

Description: Ensure that a log metric filter and alarm in place in
order to monitor all the changes that occur your AWS services.

Security Check: SNS Topic Subscriber Status
Recommended by: ISO 27001: A.12.4.1, A.12.4.3; CIS
Description: Ensure that you have subscribed to SNS topic so that
Cloudwatch can successfully deliver alarms to you.

Security Check: Exposed S3 buckets Cloudtrail logs
Recommended by: NIST 800-53: AC-3; PCI: 10.5; ISO 27001:
A.12.4.1, A.12.4.3; GDPR: Article 30

Description: Ensure that Cloudtrail logging bucket that stores logs
of trails is not publicly exposed in order to protect it apply bucket
policies or ACL.

Security Check: Bucket access logging on Cloudtrail S3 bucket
Recommended by: NIST 800-53: AU-2, AU-3; PCI: 10.1, 10.5; ISO
27001: A.12.4.1, A.12.4.3; HIPAA: 164.312(e)(1), 164.312(b); GDPR:
Article 30

Description: S3 Bucket access logging generates a log that
contains access records for each request made to your S3 bucket. It
is recommended that bucket access logging is enabled on the
CloudTrail S3 bucket to capture all events which may affect objects

.

within a target bucket

Elastic Load Balancer
(ELB)
Security Check: Protocol Protection SSL TLS, Secure SSL
Recommended by: NIST 800-53: SC-13, SC-23; PCI: 2.2.3, 2.3, 4.1,
A2.1, A2.2, A2.3; ISO 27001: A.6.2.2, A.18.1.5; HIPAA: 164.321(a)(2)
(iv), 164.312(e)(i), 164.312(e)(2)(ii).

Description: ELB uses a Secure Socket Layer (SSL) to maintain a
connection between a client and a balancer with the defined
configuration known as security policies. Ensure that the policies
and protocols you are using for data transmission are up to date
and secure because insecure and deprecated policies can make
your data defenseless against malicious attacks.

Security Check: Listener Certificate Expiration
Recommended by: NIST 800-53: SC-13, SC-23; PCI: 2.2.3, 2.3, 4.1,
A2.1, A2.2, A2.3; ISO 27001: A.6.2.2, A.18.1.5; HIPAA: 164.321(a)(2)
(iv), 164.312(e)(i), 164.312(e)(2)(ii).

Description: Check the expiry of SSL/TLS certificates that are
stored in IAM. SSL certificate ensures that the network has gone
through several identity checks.

As per best practices, you should renew this certificate one month
before its expiry.

Security Check: Weak Cipher
Recommended by: NIST 800-53: SC-13, SC-23; PCI: 2.2.3, 2.3, 4.1,
A2.1, A2.2, A2.3; ISO 27001: A.6.2.2, A.18.1.5; HIPAA: 164.321(a)(2)
(iv), 164.312(e)(i), 164.312(e)(2)(ii).

Description: Ensure that the implemented cipher suite in the Elastic
Load Balancers Secure Socket Layer is secure. Cipher suites provide
strong authentication and key exchange, forward secrecy and
encryption of at least 128 bits. This would safeguard sensitive data
during transmission over open public networks.

Security Check: Exposed ports of ELB
Recommended by: NIST 800-53: SC-7; PCI: 1.3.1, 1.3.2; ISO 27001:
A.13.1.3, A.3.2.1, A.13.2.3; GDPR: Article-30, Article-25

Description: Check your ELB security group rules for ingress traffic
that allow unrestricted access to your default ports because
publicly exposed default ports are highly vulnerable to security
breaches or Denial of Service attacks. Instead, you can use an
intermediate network to control inbound traffic and allow access to
authorized systems only.

Application Load Balancer
(ALB)
Security Check: Listener Certificate Expiration
Recommended by: NIST 800-53: SC-13, SC-23; PCI: 2.2.3, 2.3, 4.1,
A2.1, A2.2, A2.3; ISO 27001: A.6.2.2, A.18.1.5; HIPAA: 164.321(a)(2)
(iv), 164.312(e)(i), 164.312(e)(2)(ii).

Description: Check the expiry of SSL/TLS certificates that are
stored in IAM. SSL certificate ensures that the network has gone
through several identity checks. As per best practices, you should
renew this certificate one month before its expiry.

Security Check: Exposed Ports of ALB
Recommended by: NIST 800-53: SC-7; PCI: 1.3.1, 1.3.2; ISO 27001:
A.13.1.3, A.3.2.1, A.13.2.3; GDPR: Article-30, Article-25.

Description: Check your ALB security group rules for ingress traffic
that allow unrestricted access to your default ports because
publicly exposed default ports are highly vulnerable to security
breaches or Denial of Service attacks. Instead, you can use an
intermediate network to control inbound traffic and allow access to
authorized systems only.

Network Load Balancer
(NLB)
Security Check: Exposed Ports of NLB
Recommended by: NIST 800-53: SC-7; PCI: 1.3.1, 1.3.2; ISO 27001:
A.13.1.3, A.3.2.1, A.13.2.3; GDPR: Article-30, Article-25.

Description: Check your NLB security group rules for ingress traffic
that allow unrestricted access to your default ports because
publicly exposed default ports are highly vulnerable to security
breaches or Denial of Service attacks. Instead, you can use an
intermediate network to control inbound traffic and allow access to
authorized systems only.

Key Management Service
(KMS)
Security Check: KMS Key Rotation
Recommended by: NIST 800-53: SC-12, SC-13, SC-17, SC-28; PCI:
3.6.4, 3.6.5; ISO 27001: A.12.4.1, A.12.4.3; HIPAA: 164.312(d),
164.312(e)(i); GDPR: Article 30.

Description: When you enable the automatic KMS key rotation for
Customer Master Key (CMK), KMS generates a new cryptographic
key for CMK every year. KMS also stores the older CMK's so that it
can be used to decrypt the encrypted data. This practice helps you
to reduce the risk of data breaches significantly.

Virtual Private Cloud
(VPC)
Security Check: Unrestricted Ingress Traffic
Recommended by: NIST 800-53: SC-2, SC-7, AC-4, AC-17; PCI:
1.1.6, 1.2.1, 1.3.4, 1.3.5; ISO 27001: A.13.1.1, A.13.1.3, A.9.1.2, A.13.2.1,
A.13.2.3

Description: Ensure that your security groups are not allowing
ingress traffic unrestricted access. It is used to filter out
ingress/egress network traffic to AWS resources. If a change occurs
in your security groups configuration, then it may lead to account
hacking, data breaches, etc.

Security Check: Default Security Group Rules Status
Recommended by: NIST 800-53: SC-7, AC-17, CA-3, CM-7; PCI:
1.2.1, 1.3, 1.3.1, 1.3.2, 2.1, 2.2.2; ISO 27001: A.9.1.2, A.13.1.1, A.13.1.3,
A.13.2.1, A.13.2.3; HIPAA: 164.312(e)(1); CIS

Description: Ensure that your AWS applications are not deployed
within the Virtual Private Cloud with default security group because
it denies all the ingress traffic and allows all the egress traffic.

Security Check: Flow Logging Status
Recommended by: NIST 800-53: AU-2, AU-7, AU-9, AU-11, AU-12,
A-3, CM-3; PCI: 1.1.1, 10.1, 10.2, 10.3, 10.5; ISO 27001: A.12.4.1,
A.12.4.3; HIPAA: 164.312(e)(i), 164.312(b); CIS

Description: Make sure that Flow logs are enabled in your AWS
VPC subnets. Flow log is a service that allows you to record
information about the IP traffic going to and from a network
interface in your VPC. Once you enable flow logs, you can monitor
each network interface within the subnet and the data of these logs
stored in CloudWatch Logs.

Security Check: Routing Table Peering Status
Recommended by: CIS
Description: Check whether particular routing table has an
established VPC peering connection or not. It is recommended that
route tables should be updated after peering connection in order to
connect peered VPCs.

Security Check: Restrict Outbound Traffic
Recommended by: NIST 800-53: SC-2, SC-7, AC-4, AC-17; PCI:
1.2.1; ISO 27001: A.9.1.2, A.13.1.1, A.13.1.3, A.13.2.1, A.13.2.3.

Description: Check the outbound rules in the security group of your
AWS VPC because they allow traffic from all the ports and limit
access to the necessary ports or ports ranges in order to implement
the principle of least privilege and try to prevent the unauthorized
access to your account. This practice won't secure your account in
fact, by controlling the egress traffic and giving access to necessary
ports can add an extra layer of security to your account.

Security Check: Security Group under VPC
Recommended by: NIST 800-53: CM-3; PCI: 1.1.1, 1.1.4, 1.1.7; ISO
27001: A.9.1.2, A.13.1.3, A.13.2.1, A.13.2.3, A.14.1.2.

Description: Make sure that a security group is present in every
AWS Virtual Private Cloud so that it can prevent your account from
unauthorized access and it also helps in filtering the ingress and
egress traffic.

DynamoDB
Security Check: Server-Side Encryption
Recommended by: PCI: 3.5.3, 3.6.3; HIPAA: 164.312(a)(2)(iv),
164.312(e)(1), 164.312(e)(2)(ii); ISO 27001: A.18.1.3, A.18.1.5; NIST 80053: SC-13; GDPR: Article 32.

Description: Make sure that your AWS DynamoDB data is encrypted
using Server-Side Encryption (SSE). The encryption is done with the
help of AWS-managed keys that are in AWS Key Management
Service (KMS), this practice is used to secure your database from
security breaches.

Elastic Container Service
(ECS)
Security Check: Rest Encryption
Recommended by: NIST 800-53: SC-13; PCI: 3.5.3, 3.6.3; ISO
27001: A.18.1.3, A.18.1.5; HIPAA: 164.312(a)(2)(iv), 164.312(e)(1),
164.312(e)(2)(ii); GDPR: Article 32.

Description: Ensure that the clusters of your Container Service are
encrypted by Server-Side Encryption. Data encryption at rest
prevents unauthorized access to your ECS cluster data.

CloudFront
Security Check: Encrypted Connection
Recommended by: NIST 800-53: SC-8, SC-13; PCI: 4.1; ISO 27001:
A.6.2.2, A.18.1.5; HIPAA: 164.312(a)(2)(iv), 164.312(e)(1), 164.312(e)(2)
(i), 164.312(e)(2)(ii).

Description: Make sure that the communication between your
CloudFront distributions and their origins is encrypted using HTTPS in
order to maintain the security of your content and fulfil the
compliance requirement of your data.

Security Check: Secure Ciphers
Recommended By: NIST 800-53: SC-8, SC-13; PCI: 4.1, 2.3, 2.2.3,
A2.1; ISO 27001: A.6.2.2, A.18.1.5; HIPAA: 164.312(a)(2)(iv), 164.312(e)
(1), 164.312(e)(2)(ii).

Description: Ensure that your AWS CloudFront data should be
encrypted using Server-Side Encryption. This mechanism should be
implemented to encrypt, and decrypt protected health information.
It also supports the capability of storing protected health
information on a local volume if required.

In order to get ahead in the cloud game, it is very important to
envision the big picture where the security aspect sits on top of it.

Since cloud computing is a change in business models and not a
new technology altogether, granular visibility is not enough for
improving your AWS security posture. The improvements should be in
terms of early detection and prevention of threats that pose risks to
your infrastructure.

